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This statem
ent explains how

Lipan
Telephone C

om
pany, Inc. long distance 

operation’s (“the C
om

pany’s”) procedures ensure
com

pliance w
ith the FC

C
 rules on C

PN
I 

and FC
C

requirem
ents for the safeguarding of such custom

er inform
ation.  

The C
om

pany
has chosen to prohibit the use or disclosure of C

PN
I for m

arketing 
purposes.  If C

PN
I is to be used for its sales and m

arketing cam
paigns in the future, the 

custom
ernotice and opt-out approval process w

ill be conducted and appropriate safeguards 
w

ill be im
plem

ented in accordance w
ith the C

PN
I rules, as required.

The C
om

pany has a w
ritten C

PN
I Policy that explains w

hat C
PN

I is, w
hen it m

ay be 
used w

ithout custom
er approval, and w

hen custom
er approval is required prior to C

PN
I 

being used, disclosed or accessed for m
arketing purposes.

The C
om

pany has assigned a D
irector for C

PN
I C

om
pliance to serve as the central 

point of contact regarding the C
om

pany’s C
PN

I responsibilities and questions related to 
C

PN
I Policy.  The D

irector for C
PN

I C
om

pliance has responsibilities including, but not 
lim

ited to, supervising the training of all C
om

pany em
ployees w

ith access to C
PN

I, 
investigating com

plaints ofunauthorized release of C
PN

I, and reporting any breaches to the 
appropriate law

 enforcem
ent agencies.  The D

irector for C
PN

I C
om

pliance also m
aintains 

records in accordance w
ith FC

C
 C

PN
I rules, including records of any discovered breaches, 

notifications of breaches to law
 enforcem

ent, and law
 enforcem

ents’ responses to the 
notifications for a period of at least tw

o years.

The C
om

pany has internal procedures in place to educate its em
ployees about C

PN
I 

and the disclosure of C
PN

I.  Em
ployees w

ith access to
this inform

ation have been trained as 
to w

hen they are and are not authorized to use C
PN

Iand are prohibited from
 disclosing or 

perm
itting access to C

PN
I w

ithout the appropriate custom
er consent.  The disciplinary 

process related to noncom
pliance w

ith C
PN

I obligations is described in the C
om

pany’s C
PN

I 
Policy m

anual and in accordance w
ith C

om
pany policy, any em

ployee that uses, discloses, or 
perm

its access to C
PN

I in violation of C
PN

Iregulations is subject to disciplinary action, and 
possible term

ination.

The C
om

pany requires express opt-in consent from
 a custom

er prior to the release of 
C

PN
I to a joint venture partner or independent contractor for m

arketing purposes.  H
ow

ever, 
the C

om
pany has not and does not plan to release C

PN
I to any third parties form

arketing 
purposes.

A
ppropriate safeguards on the disclosure of C

PN
I have been im

plem
ented in 

accordance w
ith C

.F.R
. §64.2010.  Prior to the disclosure of C

PN
I, custom

ers initiating calls 
to or visiting the C

om
pany’s offices are properly authenticated.  Passw

ords and passw
ord 

back-up authentication procedures for lost or forgotten passw
ords are

im
plem

ented in 
accordance w

ith §64.2010(e)upon custom
er request.

To establish a passw
ord for an existing 

custom
er, the C

om
pany m

ust first authenticate the custom
er w

ithout the use of readily 
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available biographical inform
ation, or account inform

ation, such as calling the custom
er back 

at their telephone num
ber of record.  For a new

 custom
er, the passw

ord is
established at the 

tim
e of service initiation.

C
all detail inform

ation is only disclosed over the telephone, based on custom
er-

initiated telephone contact, if the custom
er first provides a passw

ord that is not prom
pted by 

the C
om

pany
asking for readily available biographical inform

ation, or account inform
ation. 

If the custom
er does not provide a passw

ord, call detail inform
ation is only provided by 

sending it to the custom
er’s address of record or by calling the custom

er at their telephone 
num

ber of record.  If the custom
er is able to provide call detail inform

ation to the C
om

pany 
during a custom

er-initiated call w
ithout the C

om
pany’s assistance, then the C

om
pany is 

perm
itted to discuss the call detail inform

ation provided by the custom
er.

Prior to the C
om

pany 
disclosing C

PN
I to a custom

er visiting any of its retail offices in person, the custom
er m

ust 
present a valid photo ID

 m
atching the custom

er’s account inform
ation. 

The C
om

pany does not rely on readily available biographical inform
ation or account 

inform
ation to authenticate a custom

er’s identity before a custom
er can access C

PN
I related 

to their telecom
m

unications account online. O
nce authenticated, a custom

er can
only obtain 

online access to C
PN

I related to his or her telecom
m

unications account w
ith a passw

ord that 
is not prom

pted by the C
om

pany asking for readily available biographical inform
ation, or 

account inform
ation. 

The C
om

pany has im
plem

ented procedures to notify custom
ers im

m
ediately 

w
henever a passw

ord, custom
er response to a back-up m

eans of authentication for lost or 
forgotten passw

ords, or address of record is created or changed.

The C
om

pany com
plies w

ith the C
om

m
ission’s rules regarding the notification of law

 
enforcem

ent and custom
ers, in the event of a C

PN
I breach.  The C

om
pany m

aintains a record for 
at least tw

o years of any breaches discovered, notifications m
ade to law

 enforcem
ent (i.e.,U

nited 
States Secret Service and the Federal B

ureau of Investigation) and custom
ers, and responses 

from
 law

 enforcem
ent.


